COSYSMO Data Management and Security Procedures

Note to Affiliates of the Center for Software Engineering.  This document details the procedures we, at USC-CSE, take to manage the data we receive from our affiliates.  The procedures are covered as follows:

1. Data Identification

2. Data Submission

3. Data Storage

4. Data Access

5. Getting Help
1 Data Identification

Each separate Affiliate software project contributing data will have a separate file identification number of the form XXX-YYY.

XXX will be one of a random set of three-digit organization identification numbers, provided by USC to the Affiliates and only known to the Affiliate and Barry Boehm, at USC.

YYY will be a chronological ID number assigned by the Affiliate when establishing a new project data file.  Only the Affiliate knows the correspondence between YYY and the actual project name.  Affiliates can be chronological in any order they choose.  Thus, if the Affiliate has 017 and 039 as XXX numbers, any of the following could be used to identify the sequence of projects P1, P2, and P3:


P1


P2


P3

         017-001

          017-002

          017-003

         017-001

          017-002

          039-001

         017-001

          039-001

          017-002

         017-001

          039-001

          039-002

         039-001

          017-001

          017-002




          etc.
2 Data Submission

Data submission is an important aspect of this project.  There is a need for regular data submission with the protection to the Affiliates’ privacy.  There is a need to be flexible in delivery medium.  It must be possible to detect unusual or erratic data and trace it back to its source.

2.1
Frequency and granularity

The most important aspect of data submission is that it is frequent enough to capture significant details and that the submission is regular.  The COSYSMO Project would like data to be submitted once a month.  This realistically depends on the Affiliate project and the Affiliates can therefore inform COSYSMO of each project’s reporting period (preferably a regular period such as quarterly, semiannually, etc.).

There may only be the opportunity to submit one set of data for an entire project that is already complete.  Some projects may already be in progress when data collection begins.  It may be only possible to submit data at the beginning and at the end of the project.  All of these levels of granularity can be used in data analysis.  The project needs to know the duration of data being submitted.

The granularity of data can be at the project level or broken down to the next level of detail, called the project module level.
2.2
Format

The project would like the data submitted by using the Data Collection form provided.

3 Data Storage

The COSYSMO project has obtained a dedicated room at USC for its data facility.  The door is being outfitted with a cypher door lock.  The door will be locked at all times.  The raw Affiliate data will be stored on a stand-alone Computer in the dedicated room.  The data will be backed up regularly and stored in a locked filing cabinet in the dedicated room.

The Computer will have one way access to the local CSE lab network.  This connection is via the Computer mounting the local network disk system for access to shared files.  The lab network is itself protected by a firewall machine that separates it from the Internet.  The lab network will not have access to the Computer’s file system.  If data comes in over the Internet electronic mail, it will be inaccessible once it is received, i.e. it will be in a protected account and data in that account will be moved daily to the Computer.
4 Data Access

Most Affiliates would like summary information on project data.  CSE access to the Computer data will be limited to researchers on the project.  Researchers will sign nondisclosure agreements for Affiliates who find this necessary.  The raw data will not be made available to Affiliates.  Summary data will be made available only if data from at least four Affiliates is included in a data summary category.  One exception: COSYSMO will provide each Affiliate with summaries of their own data.

5 Getting Help

5.1
Phone Help Resources

5.1.1
USC Affiliate Questions
Direct questions on affiliate matters, meeting dates and locations, copies of proceedings, and general administrative matters to these people:

LaDonna Pierce (ladonna@sunset.usc.edu)…………………………….(213) 740-5703

Center for Software Engineering FAX………………………………….(213) 740-4927
5.1.2
COSYSMO General Questions

For questions on USC COSYSMO model, data definitions, or project data collection and management, contact:

Ricardo Valerdi ………………………………………………………….(213) 740-6470

Barry Boehm……………………………………………………………..(213) 740-8163

Internet Electronic-Mail……………………………………cosysmo-info@sunset.usc.edu

5.1.3
USC


Address questions on COSYSMO tool question, operation, versions, etc. to:

Ricardo Valerdi ………………………………………………………….(213) 740-6470

Internet Electronic-Mail……………………………………cosysmo-info@sunset.usc.edu
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